g1 There are many features of a person
that can be useful for biometric feature
extraction. A single feature, however,
sometimes fails to be exact enough for
identification. (Photo by TAB System)

While there is increased sensitivity to the potential advantages of biometrics, there have been a num-
ber of technological hurdles to be overcome. With respect to technological diversity, the biometrics in-
dustry includes more than 150 separate hardware and software vendors, each with their own propri-
etary interfaces, algorithms, and data structures. So, among many technological issues, one of the
most important ones is the development of integratable solutions. The most secure systems use mul-

timodal biometrics (combination of different biometric recognition technologies).
By Tomaz Bergant

clude signature, voice (which also has a physical compo-

Biometrics measures individuals’ unique physical or be-
nent), keystroke pattern, and gait. While some technolo-

havioral characteristics, as a means to recognize or authen-
ficate their identity. Common physical biometrics includes gies have gained more acceptance than others, it is beyond
fingerprints; hand or palm geometry; and retina, iris, or fa- doubt that the field of access control and biomelrics as a
cial characteristics, whereas behavioral characteristics in- whole shows great potential for use in end user segments.
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Biometrics ¢ar b used for a number of security purposes
- for virtual wr pliysical access, for covert surveillance, etc.
Many of these biometric techriques have been used for a
number of vears by banks, the inumigration services, and
law enforcement, among others. While there is increased
sensitivity to the potential advantages of biometrics, there

have been a number of techinological hurdles to be over-
come. With respect to technological diversity, the biormet-
rics industry includes more than 150 separate hardware
and software vendors, each with their own proprietary in-
terfaces, algorithms, and data structures. So, among many
technological issues, one of the most important ones is the
development of integratable solutions. The most secure
systems use multimodal biometrics (combination of dif-
ferent biometric recognition technologies).

About FAR, FRR and EER

Here are some general principles of biometric recognition
systems, description about different classification errors
and explanation of how the quality of two systems can be
compared objectively.

Identification and Verification

A biometric recognition system can run in two different
modes: identification or verification. Identification is the
process of trying to find out a person’s identity by exam-
ining a biometric pattern calculated from the person’s
biometric features.

In the identification case, the system is trained with the
patterns of multiple persons. For each person, a biomet-
ric template is calculated in this enrolment stage. A pat-
tern that is going to be identified is matched against every
known template, yielding either a score or a distance de-
scribing the similarity between the pattern and the tem-
plate. The system assigns the pattern to the person with
the most similar biometric template. To prevent impostor
patterns (in this case all patterns of persons not known by
the system) from being correctly identified, the similarity
has to exceed a certain level. If this level is not reached,
the pattern is rejected.

In the verification case, a person’s identity is claimed a
priority. The pattern that is being verified is compared
with the person’s individual template only. Similar to
identification, it is checked whether the similarity be-
tween pattern and template is sufficient enough to pro-
vide access to the secured system or area.

Thresholding (False Acceptance/ False Rejection)
Biometric systems use scores (also called weights) to ex-
press the similarity between a pattern and a biometric
template. The higher the score is, the higher the similari-
ty is between them. As described in the preceding sec-
tion, access to the system is granted only, if the score for a
tained person (identification) or the person that the pat-
wn is verified against (verification) is higher than a cer-
in threshold.
theory, client scores (scores of patterns from persons
wn by the system) should always be higher than the

old, that separa
used to differ betw
Due to several reas

sification errors may occur.

For example, you can choose the threshold such hi
that really no impostor score will exceed this

~

result, no patterns are falsely accepted by the system. Or
the other hand the client patterns with scores lower than

the highest impostor scores are falsely rejected. In oppo-
sition to this, you can choose the threshold such low, that
no client patterns are falsely rejected. Then, on the other
hand, some impostor patterns are falsely accepted. If you
choose the threshold somewhere between those two
points, both false rejections and false acceptances OCCur.
The following figures should help to achieve a better un-
derstanding of this topic. Think of a biometric verifica-
tion system, which is tested with a large amount of test
data. The test data consists of both impostor and client
patterns. Let’s first take a look at the impostor patterns.
The belonging scores would be somehow distributed
around a certain mean score. This can be seen in the first
image on the left side.

Depending on the choice of the classification threshold,
between all and none of the impostor patterns are falsely
accepted by the system. The threshold depending frac-
tion of the falsely accepted patterns divided by the num-
ber of all impostor patterns called False Acceptance Rate
(FAR). Its value is one, if all impostor patterns are falsely
accepted and zero, if none of the impostor patterns is ac-
cepted. Look on the graphic on the right to see the values
of the FAR for the score distribution of the left image for
varying threshold.
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Figure 1. False Acceptance Rate (FAR)
{Source: TAB Systems)

Similar to the impostor scores, the client pattern’s scores
vary around a certain mean value. The mean score of
the client patterns is higher than the mean value of the
impostor patterns, as shown in the left of the following
two images. If a classification threshold that is too high
is applied fo the classification scores, some of the client
patterns are falsely rejected. Depending on the value of
the threshold, between none and all of the client patterns
will be falsely rejected. The fraction of the number of re-
jected client patterns divided by the total number of

JuliAug 2006 SECURITYWORLD INT'L 75



cliznt patterns is called False Rejection Rate (FRR). Ac-
cording to the FAR, its value lies in between zero and
o1 e. The image on the right shows the PAR for a vary-
irz threshold for the score distribution shown in the
irage on the left.
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g3 Figure 2. False Rejection Rate (FRR)
(Source: TAB Systems)

The choice of the threshold value becomes a problem if
the distributions of the client and the impostor scores
overlap, as shown in the next image on the left. On the
right, the corresponding false acceptance and false rejec-
Hon rates are displayed.

Imposter Client

Freq.
& Scores geores
] Og Féqua!
oy i
Rate False |
Rejection
Rate

(FRR)

i : 0.01
Client  Score Threshold
Mean

L3 Figure 3. Equal Error Rate (ERR)
(Source: TAB Systems)

Note that if the score distributions overlap, the FAR and
FRR intersect at a certain point. The value of the FAR
and the FRR at this point, which is of course the same for
both of them, is called the Equal Error Rate (EER). Lower
the EER is, more secure is the biometric system.
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A single feature, however,
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taken into account, the system can distinguish those nd

viduals more accurately. Another disadvantage of ust
only one feature is the “readability” of t
metric feature. For example, 5% of the human beings
not have fingerprints that can be recorded.

By using different modalities, however, a much higher
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accuracy can be achieved. Even when one modality is
somehow disturbed, e.g. voice recognition in a noisy en-
vironmerntt, the other two modalities still Jead to an accu-
rate decision. Nevertheless, a multimodal system offers
the full flexibility to choose any of the modalities in any
combination: applications like a face recognition system,
or a voice identifier, or a combined face/voice recognizer
can therefore easily be created.

There is an access control and presence tracking system,
which is based on multimodal biometric person recogni-
which is supposed to be the only device of

tion -~ smarti®
this kind in the world: It recognizes person using multiple
biometric parameters - by face/mimic recognition and
voice recognition. As similar devices it allows connection
with other technical systems, e.g. locks, lights, alarms, ma-
chines, etc. One of its main characteristics is “high securi-
ty level”, which makes it usable for government, public,
companies, home automation, high security facilities, etc.
What exactly will it do depend mainly on the settings. It can
register an event with a digital photo of an individual, unleck
the door, turn on the light send an SMS or e-mail to someone
{administrator, manager, chief security officer---), ete. It also
takes care of presence tracking. 1t can record and calculate
regular and overtime presence and take care of reports.

Recognition

Event Saved Action

Y Figure 4. Procedure Schematics of Multimodal Biometric Persan Recognition (Source: TAB Systems)
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Cost Vs. Functionality

Best practices for information technohewy investment

should be analyzed and assessed in detail. A business

case should be developed that identifics the organization-
al needs for the project and a clear statement of hizh-level
system goals should be developed. The high-level goals
should address the system’s expectad outcomes such as
the binding of a biometric feature to an identit:
identification of undesirable individuals on a w

or the
toh list
Certain performance parameters should also be spwcified

such as the time required to verify a person’s identity or
the maximum population that the system must handle.
Once the system parameters are developed, a cost esti-
mate can be developed. Not only must the costs of the
technology be considered, but also the costs of the effects
on people and processes. Both initial costs and recurring
costs need to be estimated. Initial costs need v account

v - ining of pers
i e
o - o iy
e anc soft-
//
o ware costs; nebui
~ 5 .
structure improvemen
N additional facilities required to en-

roll people into the biomelric system.

Recurring cost elements include program
management costs, hardware and software
maintenance, hardware replacement costs, training of
personnel, additional personnel to enroll or verify the
identities of people in the biometric el possibly
the issuance of token cards for the storage of biometric
The main advantage of the smarti? system, besides it
price, is that “whenever you come to the door, you are
recognized by multiple parameters -~ voice and
face/mimic”, and it's integration of multiple additional
features like presence tracking, access control, external
device control, video messaging, video intercom, video

surveillance into one compact device for a reasonable
price. “We haven't found the kind of system like smarti®
anywhere in the world -- a system which has everything
integrated in one small box — a touch screen, video cam-
era, configurable options, untimited features, e said
Mr. Matej Stefancic, R&D Manager of TAB Systems, man-
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Ethical issues
The future of the biometrics industry however, to a large
extent, depends on the resolution of technological and
ethical issues. With safety and accountability receiving
an increased emphasis in organizations, biometric tech-
nologies will become more prevalent and more socially
acceptable in the coming decade. However, privacy con-
cerns could hinder the acceptance rates for biometrics. In
today’s world companies, organizations and institutions
already possess @ wide variety of sensitive personal data
such as social security numbers and special needs infor-
mation. With the addition of biometrics, they can sud-
denly find themselves with extra information along with
the responsibility of protecting that information.
With the continued implementation of biometric sys-
tems, the fear of the identifying information misuse will
be offset by the benefits found with the biometric systen,
such as enhanced accountability and taking the proper
precautions to ensure the sensitive data is not used inap-
propriately o {s not disclosed to third parties.
Fach type of biometric application can have a different
impact on various privacy issues. People will see biomet-
rics differently with different threats or risks and will
view it at different levels of severity. Some of the privacy
threats people will see are privacy of persor, privacy of
personal data, privacy of personal behavior.
Like all change, the introduction of biometrics is likely to
be met with great resistance. The security of the data is
only as good as the administrator or system responsiblé
to maintain the database. Biometrics can be used to cen-
tralize all the data in a more secure manner. In order for
the use of biometrics in general to be successful and ac-
cepted, companies and organizations need to focus on '
the maintenance of the controlled environment and
work to ensure the public and staff of the integrity of the
system.
The Tnternational Biometric Industry Association (TBIA),
which is a nonprofit trade association in Washingtorn,
D.C., has been formed to educate the public as well as
convincing opinion leaders, and government officials that
we can trust biometric technologies to protect privacy-
One thing is certain; the growing need for biometrics and
a price drop for devices, which use stich technology
caused the global breakthrough in acceptance of such de-
vices and certainly promise a much brighter future.

Tomaz Bergant is CEO of TAB Systems (www.mb—systems.com).




