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: Introduction: Access control systems are one of the
most important components of complete solutions for safeguarding of
information and property. And in Access control only biometric solutions make
a consistent and effective enforcement of security standards and
recommendations possible. Biometrics — a reliable means to recognize or
authenticate the identity of an individual by measuring and statistically
analyzing his unique physical or behavioral characteristics; like fingerprints,
hand or palm geometry, retina, iris and facial characteristics, voice samples,
gait... These biometric features are securely stored by the hardware and/or
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software and can later be used for identification of the individual. Multimodal
biometrics — the use of more then one biometric identifier to establish an
individual’s identity makes an ultra-secure and more then averagely accurate
biometric identification system. Besides the above mentioned characteristics
such a system is expected to be easily integratable, versatile and all-round
functional. The time stamped access register, which must be recorded by the
system, can also be used to track attendance and presence for security and
business purposes. smarti is set to meet this challenge. It recognizes people
based on several biometric parameters making it extremely secure and
reliable. The biometric information about an individual is saved and encrypted
in a database which can be securely kept on the smarti unit or on a certified
server. This way the biometric patterns can not be lost, stolen, fraudulently
acquired, damaged, misappropriated or lent to someone like per example ID
cards, PIN codes, passwords etc. smarti is a complete access control and
time & attendance solution with numerous additional features: video intercom,
video phone, video massaging, external I/0 device control and tracking
(proximity card scanners, different biometric scanners...). smarti satisfies the
contemporary security demands, standards and recommendations reliably and
economically. Case 1; The situation: In an office building, with many
enterprises, two neighboring companies have decided that they need an
access control solution. One of the two companies wanted to use the solution
for time & attendance also. At the same time both companies needed to
introduce some form of communication with the visitors at the entrance to
their offices. The companies wanted to use a joint solution for access control
and time & attendance - smarti with the possibility of separate event tracking
and administration. The solution: A smarti unit was installed on the wall
between the entrances to the offices of both companies. A light was mounted
above the unit and connected to the unit’s motion detector. The electronic
locks in the doors to the offices where connected to the relays on the smarti
unit. The registered users were divided into two groups: - Company A -
Company B For Company A which uses both access control and time &
attendance the system was configured so that the following buttons appear in
the lower part of the screen to a person who is identified and granted access:
- Start of work unlocks the door and registers the time when the person came
to work. - End of work registers the time when the person left from work. - Go
to lunch registers the time when the person went to lunch. - Come from lunch
registers the time when the person came back from lunch - Business check in
registers a business check in. - Business check out registers a business
check out. - Open door unlocks the door to Company A. The interaction
between the users and the smarti system is done through a color touch
screen. All events are tracked, with time stamped photos recorded and filed
and can be easily used to generate all the needed reports for time &
attendance. The employees of Company B which uses only access control
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have only one button available after they are granted access - Open door
which opens the door to Company B. All visitors and registered users can also
use two buttons which are always available in the upper part of the screen: -
BELL starts the video intercom. - Video massage starts the video massaging
application. Below the line: With the use of the smarti both companies have
wholly met the above stated demands in an efficient and economical way. The
used solution prevented abuse, unauthorized and unsupervised access which
is possible with more commonly used access solutions (ID cards, PIN
codes...). The visitors can communicate with the representatives of both
companies in a friendly, simple and effective way. The use of the solution
immediately gave a realistic image of presence & attendance and made the
correct evaluation of the labor costs possible. Case 2; The situation: An IT
company wanted to introduce a biometric solution to control access to their
premises and server room. The company has an independent entrance to their
offices which are located in a large corporate building. This leads into a
corridor which ends with two doors. One door leads to the secretary’s office
and the management, the other to the offices and the server room. The
company wanted to implement access control: - at the main entrance, where
access would be granted to all employees a video intercom would make
communication with the visitors possible and time & attendance would be
tracked. - at the entrance to the secretary’s and management’s offices only
management and the secretary would have access. - to other offices all
employees would have supervised access. - to the server room only
authorized personnel would have access. The solution: The company decided
on the smarti system in combination with fingerprint readers (they could have
also used palm scanners etc.) because: - it uses multimodal biometrics for
identification, - it offers time & attendance management and - it has an
integrated video intercom function. The first smarti unit was installed at the
main entrance. Bellow the smartiR unit a fingerprint reader was installed and
connected to it. The system is configured so that after a person’s fingerprint is
successfully authenticated the face recognition is automatically started.
Besides access control time & attendance is also managed at this unit. When
an individual is authorized the following buttons become available to him: -
Start of work unlocks the door and registers the time when the person came to
work. - End of work registers the time when the person left from work. - Go to
lunch registers the time when the person went to lunch. - Come from lunch
registers the time when the person came back from lunch - Open door unlocks
the door. The button BELL is always available in the upper part of the screen
to all visitors it connects them via video intercom with the secretary. The
second fingerprint reader was placed by the door to the secretary’s and
management’'s offices and linked to the first smarti unit at the main entrance.
The third door which leads to the offices was equipped with a fingerprint
reader which was linked to the second smarti located at the server room entry.
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